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NIST B RRIBERERGRERERE

+ Asset management

+ Business Environment

* Governance

* Risk Assessment

+ Risk management Strategy

+ Recovery Planning
+ Improvements
* Communications

NIST

CYBER SECURITY
FRAMEWORK

* Respanse Planning
+ Communications

* Analysis

+ Mitigations

* Improvements

+ Access control

+ Awareness training

+ Data Security

+ Information protection

* Processes and Procedures
* Protective technology
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» Anomalies and Events

+ Security continuous monitoring
* Detection processes
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Acronis Cyber Protect Cloud

Www.acronis.com/en-us/

Version:
Tested on:

12.5.23094
Win 10-64 bit

RREmE

Real Time Protection

June 2020 Test Set

To pass, products must be at least 92% effective at
detecting malicious, non-file infectors known to exist
in systems worldwide

The anti-malware product's ability to detect malicious
file infectors was not applicable as there were no file
infectors in the June 2020 test set

ICSA Labs

“Collection 2020” Test Set

Detect: Total Eff
44,717 44,725 99,

To meet the requirements, Acronis Cyber Protect
Cloud had to be at least 90% effective at detecting
malicious threats in ICSA Labs’ “Collection” of known
malware collected in recent years

During testing, Acronis Cyber Protect Cloud was
nearly perfect having scored much higher than the
percentage required by the test criteria.

R E R AIEERE

AN}

On Demand Scanning

June 2020 Test Set

Acronis detected 99.89% of malicious samples during
ICSA Labs' testing of Acronis Cyber Protect Cloud on
demand malware scanning capabiliy.

There were no malicious file infectors in the June 2020
test set: therefore ICSA Labs was unable to measure
how effective the product's on demand functionality
was in detecting malicious file infectors

False Positive Testing

Acronis's endpoint anti-malware product was tested
with 1000s of clean test cases to determine whether
or not it would improperly alert or quarantine any
innocuous samples. Acronis Cyber Protect Cloud
had no false positives during testing, which is very
good

Acronis Cyber Protect

Windows 10 version s v
8
o~
E
- - . n’
WildList detection <
| |
False positive rate

Diversity Test rate

APPROVED

Business Security

JUL 2020

FP rate on
non-business
software

Avast, Bitdefender, Cisco, ESET, Fortinet,
G Data, Kaspersky, Sophos

4 Launching —_—
File copying - Installing/ ) X ==
Archivin icati Download Br 5
Vendor L ?/ uninstalling  2PPlications - g
unarchiving . .. files
o applications o
On first On first
ok subsequent s subsequent
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Acronis Cyber Protect Cloud

Www.acronis.com/en-us/

Version: 12.5.23094
Tested on: Win 10-64 bit

[ICS ‘|abs
G o

Real Time Protection

June 2020 Test Set

File Infectors Non-File Infectors

tecte Total
1,716 7

To pass, products must be at least 92% effective at
detecting malicious, non-file infectors known to exist
in systems worldwide

The anti-malware product's ability to detect malicious

file infectors was not applicable as there were no file
infectors in the June 2020 test set

ICSA Labs

“Collection 2020” Test Set

Detected Total Eff
44,717 44,725

To meet the requirements, Acronis Cyber Protect
Cloud had to be at least 90% effective at detecting
malicious threats in ICSA Labs' “Collection” of known
malware collected in recent years

During testing, Acronis Cyber Protect Cloud was

nearly perfect having scored much higher than the
percentage required by the test criteria

On Demand Scanning

June 2020 Test Set

File Infectors Non-File Infectors

Detected | Total Eff
1,745 1,747 | 99.89

Acronis detected 99.89% of malicious samples during
ICSA Labs' testing of Acronis Cyber Protect Cloud on
demand malware scanning capability.

There were no malicious file infectors in the June 2020
test set: therefore ICSA Labs was unable to measure
how effective the product's on demand functionality
was in detecting malicious file infectors.

False Positive Testing

0 False Positives

Acronis’s endpoint anti-malware product was tested
with 1000s of clean test cases to determine whether
or not it would improperly alert or quarantine any
innocuous samples. Acronis Cyber Protect Cloud
had no false positives during testing, which is very
good

APPROVED

Business Security

‘ JUL 2020

Acronis

Vendor

Acronis Cyber Protect

Windows 7 version 12.5.22410

Windows 10 version

June 2020

WildList detection
False positive rate

Diversity Test rate

FP rate on
non-business
software

Avast, Bitdefender, Cisco, ESET, Fortinet,

G Data, Kaspersky, Sophos

. Launching
i i Installin
file copying Archiving/ E .g/ applications ~ Downloading  Browsing
o uninstalling 3 :

unarchiving S files Websites

o applications o

On first " On first .

& subsequent 2 subsequent
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Visibility S @

© Not mitigated CHEITD Jun 2021, 5:34:12 AM Jun 2021, 5:34:12 AM © Notstarted ~ 17110 © Remediate

CYBERKILL CHAIN  RESPONSE ACTIVITY  INVESTIGATION HISTORY

Legend » o e HH @) rowersnellere X
[ .

Attack stages ~ - E OVERVIEW COMMENTS (4)

L ]

e Laurentiu elicks Response actions Kl |~

= Visibility in attack steps:

benign word document: (IERIED -
° HOW it got |n’? ® 1In order for the altacker to control workioad
: . s e =2
ance file: IEETIED is executed, a susp nnection Securlty analysis
{5 established o an unusual port: 1234 t an unknown ‘ =
° dd t hd t t k L) domain: R
How did it hide its tracks” > it Windows Management
@  Rapid Collection and Exfiltration . ~ . on Event Subscription
° What dld It harm’) # The attacker nuns a command line to search for filesystem for Service Cantrol Manager executed 2 file
. document and media files © written by SMB. rsaries can use lateral
movement to execute malicious files from
. from different categories (financial, social security . .
L ’ r ] Review the il and process
numbers, and 4 more (hover tool with list of s)are
* How did it d S ——
Ow ald It spread- e e e et A .

name: (IEEED . Jun 2021, 534:12 AM

® File is then uploaded ta an FTP site, (EEEER)

= System activities .

@ Defense Evasion ) -

* Create process * Tt e

owerShell script from

whloads a thevi nachine via

Reputation

e is obfuscated

as alegitimately image

H . s executed bypaseing UAC {User Azcount Control) and !
- Create/ Move/ Rename file

[terminating the previous ane)

+ Set registry value .

Delails

* Network Activities
« C&C

ndows\

Restricted

6490034c2495001b7852bB55

Yes
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Analyze

* Interpreted attack

* Objective — MITRE ATT&CK

* Reason of detection
= Attack Stages

» Chronological view

@ cod.3aka3.scr

OVERVIEW

Security analysis
Verdict
Objective

Reason of detection

Detection date

« Story Line for incident investigation ...y

Acronis ¥ \mgyg

File found on

Verdict
Objective

Reason of detection

Detection date
Severity

File found an

RESPONSE ACTIONS

ACTIVITIES

Malware activity
Execution

The user launched an unknown executable file
that masgueraded as a document

Jun 15, 2021, 09:38:11:374395 AM +02:00

10 Workloads

Malware activity
Defense Evasion

The name of the executable file contains
special characters added to modify the original
name of the file and to lure the user to launch
the malicious file.

Jun 15,2021, 09:38:11:374395 AM +02:00

10 Workloads

Attack stages

doc file, by the name (EETRITD

@ Command And Control @

® Jun 15, 2021, 09:38:11:374395 AM +02:00
To control workload SCRANTON, once (EETEITTERRD is
excecuted, a TCP connection is established on an unusual

port 1234 to a unknown domain 192.168.0.5

® Collection @

® Jun 15, 2021, 09:38:52:669601 AM +02:00
The adversary collects

files containing sensitive information credit card numbers,

social security numbers and more from $env:USERPROFILE and

compresses them into an archive

script

@ Exfiltration @

via a powershell

@ Jun 15, 2021, 09:39:23:725078 AM +02:00
The adversary is trying to steal data - previously created

archive file

is exfiltrated via an existing TCP

connection 192.168.0.5 established on an unusual port

port:1234

@® Command And Control @

® Jun 15, 2021, 09:40:06:723056 AM +02:00
On workload SCRANTON, the adversary transfers a file:
CIITETID to workload SCRANTON from an existing TCP
connection established on an unusual port 1234 to 2
unknown domain: 192.168.0.5. The file (PR s 2
legitimately formed image file with a concealed PowerShell

script

© Acronis 2021 #CyberFit
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Reponse to dangerous

SCRANTON X
. OVERVIEW RESPONSE ACTIONS ACTIVITIES
= |nvestigate
* Remote desktop connection
» Remote desktop connection
L Remediate » Forensic Backup
* Isolation -

»  Manage network isolation

» Restart workload

» Patch

= Recovery

» Restart workload

RECOVERY
» Restore from backup

> Disaster Recovery failover

Acronis # T — © Acronis 2021 35




Acronis Advanced Security + EDR

Detect — Full Visibility Analyze — Interpreted attack Respond — Multiple ways

= Enables you to see beyond standard = Narrate the incidents in human Investigate with actions like remote
events in their workloads language sentences emphasizing control
the objectives of each step and

= Attack chal_n _—_Story Line artefacts target by the attacker _ :
complete visibility * Quarantine workload, kill malware

eliminated the need to build or processes, rollback registry, etc.
buy SOC services Recover with Acronis Backup and

- Easy to understand Disaster Recovery
Recommended actions to all et it e software and block

points of an attack MITRE ATT&CK framework executing already analyzed threats

Remediate with actions like:

Data being targeted and/or
exfiltrated

AR, © Acronis 2021 #CyberFit 36



Acronis

Protect Microsoft 365 with
Acronis Cyber Protect Cloud

Easy, efficient, and secure Microsoft 365 backup X \/c-..
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Exchange & OneDrive ® SharePoint ii Microsoft Teams
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Microsoft Microsoft OneDrive for Microsoft Microsoft Teams
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